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RTEC company was founded in 2007. It implements large
infrastructure projects in the field of communications and information
technologies for the needs of state and commercial enterprises.

ROSSETI,
Dispatching control room,
Moscow

Federal Grid Company,
Situation room, Moscow
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The cyber-physical model (CPM) includes
secondary equipment of the substation
230/110/10 kV:

 Relay protection
« SCADA equipment

« Telecommunication equipment

CPS control room:

* Workstation
« SCADA HMI
« RSCAD simulation software
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There was realized a multi-level hierarchical structure of the control
system on the CPS.
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The RTDS simulator includes numerical models of primary equipment
which contain power generation, transmission, distribution and
consumption systems



RTDS interacts with secondary devices in real time as
If they are connected to a real power system
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The CPM includes secondary equipment of the

230/110/10 KV substation:
@ Relay protection
!

@ SCADA and time servers

!

. RTU/PLC (controller block)

II Telecommunication equipment
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Conducting research using the
equipment of leading foreign and

Real power system and objects domestic manufacturers.

simulation -

e )

Comprehensive i
tests of physical | B
equipment under ,___:  Amplifiers

conditions which are
as close to real as
possible

Control, dispatching and
telecommunication

systems simulation

Control system simulator
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Laboratory is engaged in research work by real
equipment from different manufacturers, which
provides the most reliable simulation of substations
and electric power systems

Researches of substations cybersecurity and electric
networks, analysis of the consequences of
equipment failures and cascading accidents
("blackouts") as a result of cyber attacks. Analysis of
critical elements of substations.

Analysis of vulnerabilities of substations and
electric grid infrastructure facilities, development of
threat models for power grid facilities
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Power distribution
network

Transmission system Power consumption
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Performance
increasing of the
RTDS simulator

Large systems simulation and Creation of a 500 kV
more detailed elaboration substation CPM
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l Developers of CPM

In the creation of the CPIM took part:

2 RTEC

RTEC was funded in 2007 for
Implementation of large infrastructure
projects within the IT field

EnNLAB — official distributor of
RTDS company

Department of relay protection and
automation of power systems of

Research Institute MPEI
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Thank You for attention!

mail@ennlab.ru
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